Identity Theft Prevention Program
Fair and Accurate Credit Transactions Act of 2003

Current Operational Assessment

The purpose of this assessment is to conduct a comprehensive evaluation of current policies, procedures and practices with regards to intake and management of customer information.  From this evaluation, to revise and develop policies and practices to safeguard individual customer information which, through on-going review and revision, limits access to information maintained; develops procedures to immediately address potential or suspected Red Flag events (as identified in “The Fair and Accurate Credit Transactions Act of 2003”); and, to take proactive action to prevent, as much as possible, such Red Flag events from occurring in the future.

Do you currently have an Identity Theft Prevention Program in place in accordance with the FACT Act?









_____   Yes

_____   No

Under “The Fair and Accurate Credit Transactions Act” (FACT Act), utilities are required to review two specific elements of their operations regarding customer information required/requested by the utility and maintained by the utility.

Opening a New Utility Account

How are individuals allowed to apply for service with your utility?








In person


_____








Over the telephone

_____








On-line over the internet
_____




Other   ________________________________________
_____

For individuals applying for service in person:

When an individual opens a new utility account, do you require two forms of identification in accordance with Federal Form I-9?





_____ Yes

_____ No

What form(s) of identification do you require or accept?


Photo identity card – driver’s license, state ID card, military ID


_____



Other (specify)   ______________________________________

_____


Social Security card/number






_____

Other _____________________________________________________

_____



Other _____________________________________________________

_____


Other _____________________________________________________

_____

What steps do you take to verify the identification information provided to you?


Visual comparison of photo ID with the person standing before me.

_____


Comparison of signature on identification with signature on application.

_____


Other ____________________________________________________

_____

Other ____________________________________________________

_____


Other ____________________________________________________

_____

For individuals applying for service over the telephone or over the internet:
What personal identifying information do you require?

_________________________________________________________

_____


_________________________________________________________

_____


_________________________________________________________

_____

What steps do you take to verify that the information provided accurately describes the person applying for service?


_________________________________________________________

_____


_________________________________________________________

_____


_________________________________________________________

_____

Outside Resources/ Inside Resources:

Do you utilize an outside resource in the application process?
_____   Yes

_____   No

If Yes, what resource(s) do you utilize?


Credit Reporting Agency (CRA)



Equifax


_____








Experian

_____









TransUnion

_____


Other ____________________________________________________

_____


Other ____________________________________________________

_____


Other ____________________________________________________

_____

How do you utilize the information provided by the CRA?





Verify information provided by the applicant 

_____





Determine deposit based on credit history

_____





Approve/Deny service




_____


Other ____________________________________________________

_____


Other ____________________________________________________

_____

Do you have other resources within the utility or city that you utilize during the

application process?





_____   Yes

_____   No


What resources


_________________________________________________________

_____


_________________________________________________________

_____

Application Process
Is the applicant required to complete a written application?
_____   Yes

_____   No

What happens to the application once it’s completed and the account established?

_______________________________________________________________________
How are completed applications secured?


_______________________________________________________________________
Is access to completed applications limited?


_______________________________________________________________________
As of this assessment date, who has access to the filed applications?


__________________________________________________________

Are completed applications used by any other department?
_____   Yes

_____   No


Which department?
______________________________________


Why?
________________________________________________________________
Does the Customer Service Representative (CSR) make hand written notes during the application process?






_____   Yes

_____   No


Upon completion of the transaction, are the notes,






Thrown away in the regular trash

_____






Destroyed as sensitive documents

_____






Attached to the application and secured

_____

The Application Environment

Consider the office environment in which the application is completed between the CSR and the customer.

Can the conversation and exchange of information be overheard by others in the near vicinity?








_____   Yes

_____   No

If computerized, can other people see the computer screen during the process?









_____   Yes

_____   No

If the CSR gets up and moves away from the computer, does he/she secure the computer first?

In other words, does the CSR logout and set the computer so a password is required to log back in?








_____   Yes

_____   No


Do you utilize a different security process to limit access to the CSR’s computer?









_____   Yes

_____   No


If Yes, describe - __________________________________________________

Information Access

Once the account is set up on the computer, what customer personal information can be retrieved by the CSR?








Name



_____








Address


_____








Phone number


_____








Account number

_____








Billing address


_____








Account history


_____








Other responsible party(ies)
_____








Driver’s license number

_____








Social security number

_____



Other
_________________________________________________
_____



Other  
_________________________________________________
_____



Other  
_________________________________________________
_____



Other   
_________________________________________________
_____
Who has access to the customer information once it’s set up?  Reason they have access?



Title
_________________________________________________
_____



Reason
_________________________________________________




Title
_________________________________________________
_____



Reason
_________________________________________________




Title
_________________________________________________
_____



Reason
_________________________________________________




Title
_________________________________________________
_____



Reason
_________________________________________________




Title
_________________________________________________
_____



Reason
_________________________________________________




Title
_________________________________________________
_____



Reason
_________________________________________________


Law Enforcement Support

Does your local law enforcement agency have someone who investigates Identity Theft cases?









_____   Yes

_____   No


If No, does the agency have someone knowledgeable of Identity Theft issues?









_____   Yes

_____   No

If Yes, what working relationship currently exists between the utility and the designated investigator?


______________________________________________________________________

______________________________________________________________________

______________________________________________________________________
Previous Experience with Identity Theft Issues

Has your utility ever lost custody of a customer’s personal identifying information?










_____   Yes

_____   No


How did the utility lose custody?




Lost







_____




Describe how
________________________________




_____________________________________________




Stolen







_____




Describe how
________________________________




_____________________________________________ 




Intentionally removed from utility by someone with

_____




authorized access




Other
______________________________________

_____


What safeguards did the utility institute to protect and secure customer information


to prevent the same loss from happening again?




_________________________________________________________



_________________________________________________________



_________________________________________________________



_________________________________________________________



_________________________________________________________



_________________________________________________________
Current Program Strengths & New Procedures for Consideration
What measures do you have in place now to secure a customer’s information and limit access?  Be specific in describing your measures.

1)
________________________________________________________________________


________________________________________________________________________

2)
________________________________________________________________________


________________________________________________________________________

3)
________________________________________________________________________


________________________________________________________________________

4)
________________________________________________________________________


________________________________________________________________________

5)
________________________________________________________________________


________________________________________________________________________

6)
________________________________________________________________________


________________________________________________________________________

(Use another sheet if more room is required.)

What measures would you like to add to aid in securing a customer’s information and limiting access?

1)
________________________________________________________________________


________________________________________________________________________

2)
________________________________________________________________________


________________________________________________________________________

3)
________________________________________________________________________


________________________________________________________________________

4)
________________________________________________________________________


________________________________________________________________________

Maintaining Control and Access to Existing Accounts
How does a CSR or other qualified person access customer identification information?





Opens the program and enters the account number
_____





Enters a password to open the program then enters





the account number




_____





Other ____________________________________
_____





Other ____________________________________
_____

Does a customer have access to his/her account from a remote location, either by telephone

or through the internet?





_____   Yes

_____   No

If Yes, what safeguards are in place to ensure that the person accessing the account is indeed the account holder?







Password


_____







Key word/phrase verification
_____







Answer personal question
_____







PIN number


_____



Other ______________________________________
_____




Other ______________________________________
_____




Other ______________________________________
_____

Is customer information available by remote access (portable terminals) by field personnel?









_____   Yes

_____  No


Which personnel have access?



Title
_________________________________________________
_____



Reason
_________________________________________________




Title
_________________________________________________
_____



Reason
_________________________________________________


What security measures are in place to ensure that only authorized personnel are accessing the information?



_______________________________________________________________


_______________________________________________________________


_______________________________________________________________


_______________________________________________________________
What customer information is available to personnel while in the field?








Name



_____








Address


_____








Phone number


_____








Account number

_____








Billing address


_____








Account history


_____








Other responsible party(ies)
_____








Driver’s license number

_____








Social security number

_____



Other
_________________________________________________
_____



Other  
_________________________________________________
_____



Other  
_________________________________________________
_____



Other   
_________________________________________________
_____

What forms of payment do you accept?






Cash – receipt provided to customer

_____






Customer’s personal check


_____






Credit Card – receipt provided to customer
_____






Bank draft from customer’s account

_____




Other __________________________________________
_____




Other __________________________________________
_____

For each form of payment you accept, what personal customer information is either gathered or provided

on the receipt?



Cash – information provided on the receipt



________________________________________________________________



Customer’s personal check




Do you keep a copy of the check?
_____   Yes

_____   No




How is the copy and/or check information maintained?



________________________________________________________________


Credit Card




Does the complete credit card number print out on the customer’s receipt?









_____   Yes

_____   No

Is the complete credit card number maintained within the computer on the customer’s account file?


_____   Yes

_____   No




Are credit card transactions run at the time the customer presents it for payment?









_____   Yes

_____   No




If No, are the transactions run as a batch file prior to the end of the business day?









_____   Yes

_____   No




How is the transaction information secured both before and after the transaction?




__________________________________________________________




__________________________________________________________



Bank Draft

Do CSR or other personnel have access to the account information on which the draft is set up?

_____   Yes

_____   No

With regards to reports either from or to banks, what personal customer information appears on the reports?

__________________________________________________________

__________________________________________________________

__________________________________________________________

For Other forms of payment you accept, what security measures are in place to protect the customer’s personal information?

__________________________________________________________

__________________________________________________________

__________________________________________________________

Computer System Maintenance

If your customer account information is computerized, who is responsible for maintaining both the hardware and software you utilize?



Utility and/or Municipal Staff




_____



Contract personnel for hardware & software


_____



Separate contract personnel for both hardware and software
_____



Utility/City worker after hours under a separate agreement
_____

What safeguards are in place to ensure that those accessing the computer/computer system for maintenance and upkeep are not accessing personal customer information?




No safeguards in place at this time



_____




Safeguards currently in place




_________________________________________________________



_________________________________________________________



_________________________________________________________
Service Provider Arrangements

What outside service providers, who have access to or might receive customer information, do you utilize in support of your utility operations?

Computer maintenance – software or hardware – on-site



_____



Company by name - ______________________________________



Company by name - ______________________________________


Computer maintenance – software or hardware – on-line



_____



Company by name - ______________________________________



Company by name - ______________________________________


Collections agency(ies)







_____



Company by name - ______________________________________



Company by name - ______________________________________


Other (specify)
________________________________________________
_____




________________________________________________




________________________________________________

Does each agreement you have with a service provider contain language regarding the safeguarding of customer information?





_____   Yes

_____   No


If yes, what is the specific language in the agreement?


______________________________________________________________________

______________________________________________________________________

______________________________________________________________________

______________________________________________________________________
Except as otherwise requested, who else, either company or individual has access to customer information through your system?


_____________
_________________________________________________________

______________________________________________________________________

______________________________________________________________________

______________________________________________________________________
This space intentionally left blank.

Current Program Strengths & New Procedures for Consideration

What measures do you have in place regarding the ongoing access and maintenance of a customer’s personal information?  Be specific in describing your measures.

1)
________________________________________________________________________


________________________________________________________________________

2)
________________________________________________________________________


________________________________________________________________________

3)
________________________________________________________________________


________________________________________________________________________

4)
________________________________________________________________________


________________________________________________________________________

5)
________________________________________________________________________


________________________________________________________________________

6)
________________________________________________________________________


________________________________________________________________________

(Use another sheet if more room is required.)

What measures would you like to add to improve security, especially electronic access, to existing customer identifying information?

1)
________________________________________________________________________


________________________________________________________________________

2)
________________________________________________________________________


________________________________________________________________________

3)
________________________________________________________________________


________________________________________________________________________

4)
________________________________________________________________________


________________________________________________________________________
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